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SaaS Adoption Breeds
Compliance Challenges

By Darren Platt

The increasing use of Software as a Service (SaaS) is quietly imposing a seismic change on

how organizations will control and audit access to sensitive information that resides in the

Internet “cloud.” This change is bringing major new risks and security challenges.

hile it takes an act of Congress to change compli-
W ance regulations, the increasing use of Software

as a Service (SaaS) is quietly imposing a seismic
change on how organizations will control and audit access
to sensitive information that resides in the Internet cloud.
This change is bringing major new risks and security chal-

lenges.

SaaS was just emerging when the Sarbanes-Oxley Act (SOX)
was enacted in 2002, and in 2003 when the Privacy Rule and
Security Rule of the Health Insurance Portability and Ac-
countability Act (HIPAA) became effective. Meanwhile, SaaS
was barely on the radar in 1999 when the Gramm-Leach-Bli-
ley Act (GLBA) was passed into law.

Today SaaS usage has become mainstream among compa-
nies of all sizes. By 2010, 65% of U.S. companies with more
than $100 million in yearly revenue are forecasted to be using
SaaS.! Today, half of all large enterprises have two or more
SaaS applications in use.?

SaasS is not immune to compliance

The SaaS revolution has made cloud-based applications mis-
sion-critical for customer relationship management (CRM),
enterprise resource planning (ERP), and human resources
(HR). Mission-critical SaaS is typically delivered with a
multi-tenant architecture and over the Internet where it is
vulnerable to a host of threats.

= SaaS CRM applications contain key contact informa-
tion for customers as well as order histories, credit,

1 M. West, B. Guptil, etal, Enterprise Ready or Not: SaaS Becomes Mainstream, 2008,
Saugatuck Technologies, http://www.siia.net/ondemand/2008/sympli ed_compliance_
for_saas_and_cloud.pdf.

2 L. Herbert, B. Martorelli, SaaS Clients Face Growing Complexity, 2008, Forrester

Research,  http://www.forrester.com/Research/Document/Excerpt/0,7211,45700,00.
html.
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billing, and banking details, all related to core nan-
cials and governed by SOX.

e SaaS ERP and sales force automation (SFA) applica-
tions house critical internal operational and nancial
data as well as sensitive information about suppliers
and distributors. All of this information includes -
nancial details that ow through the SOX-covered
general ledger.

= SaaS HR applications contain con dential privacy
data about employees such as compensation, banking
accounts, and health care records. Most employees
have information in HR systems governed by HIPAA
for health care and GLBA for consumer nancial in-
formation about banking, credit, 401K, and insur-
ance relationships. SOX can also govern executive
compensation information in HR systems that span
salaries, bonuses, and stock options.

Other popular Saa$S applications house different types of sen-
sitive information whose con dentiality and integrity must
be protected. Content management and business process
outsourcing systems often include intellectual property criti-
cal to current and future revenues, con dential government
regulatory lings, legal actions, and operational documen-
tation for company processes and procedures. Collaboration
applications may include con dential company information
about strategic products or services, marketing or sales plans,
and competitive positioning.

Sensitive information is leaving the building

Companies today operate a mix of internally deployed and
externally hosted IT resources and applications. While SaaS
usage is rising dramatically, on-premise enterprise software
applications, many of which have a long operational history
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The burden of regulatory compliance
remains on the owner of the data.

and have been invested in heavily, will continue to play a cen-
tral role inde nitely.

That being the case, companies of all sizes must manage, se-
cure, and audit access to their sensitive information whether
it resides inside or outside their rewall in order to comply
with regulatory mandates. This demands new skills, capa-
bilities and architectures.

While applications provided by SaaS vendors may handle the
processing of medical claims, credit card transactions, em-
ployee information, and other sensitive information on their
servers, the burden of regulatory compliance remains on the
owner of that data. That owner is the organization that gath-
ered the data in the rst place and is now using a third-party
Saa$ application (the custodian).

To date, regulatory mandates do not make exceptions or al-
low provisions for non-compliance caused by the operators
of SaaS and Internet-based applications. Data owners are
required to maintain the prescribed standards for con den-
tiality, control, and security over sensitive and con dential
information, regardless of whether the IT infrastructure is
operated by the data owner or a third-party application pro-
vider.

Access control and audit

Most SaaS and outsourced application providers offer base-
line security mechanisms that include perimeter rewalls, in-
trusion detection and prevention, anti-malware, and physical
security to protect their customers information. However,
most regulatory mandates require regular monitoring of all
authentication, access, and activity on systems that contain
sensitive information, regardless of location.

For organizations that need to manage compliance require-
ments across a wide mix of SaaS providers, complexity es-
calates proportionally with each new Internet application
used. One of the primary reasons for this is that each SaaS
provider uses its own identity management system and has
limited ability to customize and tailor its controls for indi-
vidual companies using their service. According to Forrester
Research, among the biggest obstacles cited by companies de-
ciding against SaaS usage are integration with existing enter-
prise infrastructure and security.®

For example, strong or two-factor authentication, which is
a requirement for some applications and data, may not be
available for SaaS applications. In addition, active real-time
24x7 monitoring of access and authorization for sensitive in-
formation inside a SaaS app is dif cult or impossible. Thats
because Saa$S application providers do not provide their cus-

3 Ibid.
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tomers with an audit trail of activity by their end-users, and
in some cases the SaaS provider does not even log activity. In
the event that the SaaS provider is auditing all user activity,
the only time a customer is given access to logs is when the
Service Level Agreement (SLA) is violated.

Meanwhile, SaaS identity controls can be dif cult to inte-
grate with those already deployed inside an organizations
network. Conversely, authentication and access controls in-
side acompanys rewall are dif cultto extend outside to the
SaaS domain.

The result of maintaining and managing two or more hetero-
geneous identity infrastructures (one inside the rewall and
one or more outside the organization) weakens security and
increases risk. Standalone identity silos with non-integrated
controls, uncorrelated log data, inconsistent policies, dupli-
cation, and redundancy increase the probability of a breach.

Technology alone is not the answer

Privacy and security regulations require owners of protected
information to manage and secure access to data across geo-
graphically dispersed communities, processes, and technolo-
gies. This increases costs and lengthens time frames for im-
plementing access controls and deploying Saa$S applications.

Initial attempts at solving the enterprise identity compliance
problem have applied a technology x: buy software. Tech-
nology alone is a high-risk approach for authentication, ac-
cess, and authorization, since these involve people and pro-
cesses not just technology.

Consider identity federation. It has been deployed, using the
Security Assertion Markup Language (SAML) standard, to
address identity integration across multiple Internet domains
using single sign-on (SSO) functionality. However, neither
federation nor SSO meets compliance requirements. While
SSO delivers process bene ts by easing user access to mul-
tiple applications with one authentication, by itself it does not
strengthen authentication and access control.

Ef ciently managing authentication, access control, and au-
thorization processes is beyond the scope of federation soft-
ware, which requires lengthy custom integration to deliver
coarse-grained, in exible onesize tsall SSO. As a result,
federation creates legal and liability issues that must be con-
tractually addressed between organizations to specify access
and authorization limitations.

Similarly, two-factor authentication technologies often are
deployed to meet requirements for strong authentication,
such as the guidance issued by the Federal Financial Insti-
tutions Examination Council (FFIEC) for consumer online
banking.* It requires careful planning to meet compliance
requirements, including a process for managing the authen-
tication technology across its life cycle.

Frequently, mapping compliance requirements to security
controls will channel multi-factor authentication invest-

4 http://www.f ec.gov/pdf/authentication_guidance.pdf.
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ments to less-costly approaches that are friendlier to people
and processes. This has been the case with the FFIEC guid-
ance for Internet banking which has seen a broad adoption of
multiple password mechanisms, with each password originat-
ing from a different source. More expensive hardware-based

what you have or what you are authentication methods
often exceed compliance requirements. In these situations,
resources are better spent in addressing compliance require-
ments for access (where you can go) and authorization (what
you can do).

Moving security to the cloud

So what s the answer? One possible solution is to move secu-
rity into the cloud. Viewing compliance events such as au-
thentication, access control, and authorization from within
the network cloud provides a unique and privileged top-
down perspective. Using this approach, all events enforced
from within the cloud are centrally monitored and logged,
regardless of location. This delivers enormous bene ts for
enforcing one set of compliance policies across the enterprise
and multiple SaaS providers.

Cloud-based access management enforcement and auditing
also eliminates the need to normalize incompatible data gen-
erated by heterogeneous identity systems used by individual
SaaS providers. With one world view, IT departments can
avoid orphaned accounts and other security blind spots as-
sociated with trying to keep tabs on users who are members
of multiple SaaS access management systems. A centralized,
cloud-based identity management system uni es many mon-
itoring and logging functions, recording from the cloud the
actions of internal and external users accessing applications
anywhere. This nails compliance regulations on policy en-
forcement and audit trails.

An additional bene t of centralizing access management and
compliance in the cloud is the ability to apply the exibility

As the number of users grow
so does IT's workload
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and cost-saving bene ts of virtualization to identity manage-
ment challenges. For example, the complexity of integrating
scattered user identity repositories to protect applications is
a huge expense. This is a natural target for virtualization,
which can be used to simplify the layers of physical and logi-
cal complexity created by these data stores. Meanwhile, vi-
sual applications can automate the management of the logical
links inside cloud-based virtual identity systems to improve
security and streamline policy enforcement for regulatory
compliance.

Deployment models

Getting security into the cloud is all about integration. The
most practical approach is to extend enterprise investments
in systems like Active Directory, LDAP and other identity and
access management (IAM) infrastructures to work with ap-
plications that reside in the cloud like Salesforce.com, Work-
day, ADP, and others. By bridging security that is already in
place within the rewall, it is possible to extend security to
the cloud. This can be accomplished by deploying an appli-
ance or Web service within the enterprise network and using
an enterprise portal as a SSO gateway to the cloud applica-
tions. This enforces access policies, while auditing all activity
as it moves through the gateway.

The second approach for moving security into the cloud is to
provide IAM for applications that are built on cloud platforms
like Amazons EC2. In this case, the application stack is run-
ning on a third-party platform accessible over the Internet.
This architecture requires a stand-alone security system to
provide access control, authentication, SSO, audit, and user
management. Here an identity cloud can be implemented to
act as a proxy that users pass through before they access the
cloud application. By using a network-delivered architecture,
similar to Postini s secure messaging proxy, it is possible to
get all the core security needed for the cloud from the cloud.

Sensitive data is now outside
the enterprise firewall, managing

access is critical
_«.-I ‘\»
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Silos of management increase cost, complexity
while password headaches proliferate

39






